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adlist (b;1oKupOBKa PEKIIAaMBI)

*) adlist - improved service stability when adjusting adlist configuration;

YnyumeHa cTaGuIbHOCTL CepBUCa NpU U3MeHeHuu KoHburypanuu adlist. CepBuc GI0KHPOBKY PEKIaMEl TellepPb pexke 3aBucaeT UIU
mafaeT, Koraa BE BobaBiseTe/ynansgeTe COINCKHU OJIOKUPOBOK.

app (ITakeTts npumoxenus /| KoHTelHEPHI)

*) app - added "HF TOKEN" env to openwebui;

Io6aBnena nepemernHas okpyxerus "HF TOKEN" gns openwebui. B xouteitiep OpenWebUI (BeG-unTepdeiic nns M) Teneps MOXKHO
nepenaTh TokeH Hugging Face mnsg mocTyna K MomensiM.

*) app - added "network-outgoing-access" parameter which does not allow app to make outgoing connections;

IobGaBmeH mapameTp "network-outgoing-access", KOTOPHIH 3alpeInaeT MPUIOKEHUIO UCXOASIINE COeNUHEHus. Termepb MOXKHO TTOTHOCTHIO
H30/IMPOBaTh KOHTEHHED OT UHTepHeTa, 3allpeTUB eMy [eNnaTh UCXOASIINe 3aIPOCHL.

*) app - added hermes-agent, inventree, opencloud, opencloud-extended apps;

IobGaBneHrl mpumoxkeHus hermes-agent, inventree, opencloud, opencloud-extended. B cIuCOK TOTOBHIX MPHUJIOKEHUN HOOABIEHH HOBEHIE:
Hermes Agent, InvenTree (cucrema yueta), OpenCloud u ero pacmupeHHas BepCHs.

*) app - added PAPERLESS SECRET KEY env to paperless-nginx;

IobGaBnena nepemenHas okpyxenus PAPERLESS SECRET KEY pns paperless-nginx. B xouTeiinep Paperless-ngx ngo6asneHa nonnepxka
CEKDPEeTHOTO KJIo4a [ MuppoBaHUs CeCCUIL.

*) app - allow "reset" even if disk not configured;

Paspemien "reset" maxe ecnu OUCK He HAaCTpoeH. Temeph MOKHO COPOCUTH HACTPOMKY IIPUTIOKEHUS, faxkKe eCly [JIs Hero He OBUT BEIIETIEH
(bu3UMYeCKUi TUCK.

*) app - allow HTTP for Gitea when "check-certificate=no";

Paspemen HTTP gns Gitea npu "check-certificate=no". Ecnu oTknioueHa nposepka ceptuduxartos, Gitea (Git-cepBep) Temeps MoxkeT
paboTaTh Mo Hezamuiernomy HTTP.

*) app - allow setting "working dir" in app YAML;

Paspemena ycranoBka "working dir' B8 YAML ¢aiine npunoxenus. B xoupurypanuu kouteiiiepa (YAML) Tenmepbs MOXKHO yKa3bIBaTh
pabouyio IUPEKTOPHUIO.

*) app - changed pmacct-netflow YAML;

W3menen YAML pns pmacct-netflow. O6H0BneH mabaos KoHUrypanuu ans aHanu3aTopa Tpaduka pmacct-netflow.

*) app - disable Ul in Hermes, access through /container/shell;

Orkiniouer Ul B Hermes, moctyn uepe3 /container/shell. ¥ Hermes Agent yOpanu Be6-uHTepGENC, Teeph yIPaBIATh UM HYXKHO 4epe3
KOHCOJIb KOHTEHHEpa.

*) app - fixed apps not updating firewall redirects when changed in YAML;

HcmpasneHo o0HOBIEHUE IepeHamnpaBieHuil daiipBona npu uaMeHeHud B YAML. Panbiie mpu cMeHe moptoB B YAML daiipBon He
o6HOBmsICA. Temeps paBuia npo6poca MOPTOB OOHOBISAIOTCS ABTOMATUYECKH.

*) app - fixed apps sometimes getting stuck on "waiting for layer";

VicipaBriieHo 3aBUCaHue NPUTOXKEeHUH Ha "waiting for layer". Mcnpasnen 6ar, u3-3a KOTOPOT0 KOHTEHHEPH MOTJIM OECKOHEYHO BUCETH B
cTaTyce OXuMaHUs 3arpy3ku cnoes Docker-o6pa3a.

*) app - make secrets sensitive to avoid polluting configuration export;

CeKpeTHl CHeIaHbl YyBCTBUTENILHEIMU (CKPHITEIME), YTOOEL He 3aCOPSATH 9KCIOPT KoHburyparnmu. I1apony i TOKEHH B IPUIOKEHUSIX TEePh
CKPHITHI 3B€3[0YKAMH ¥ He OYIyT BUOHEL B 00BIYHOM /€XPOTt.

*) app - removed healthcheck from opencloud-extended-collabora;

Ynanen healthcheck u3 opencloud-extended-collabora. Y6pana aBToMaTHueckas mpoBepka 3mopoBbsi mnsi Collabora B OpenCloud
(BO3MOKHO, OHa BBI3BIBAJIA JIUIIHIOI HATPY3KYy).

*) app - reserve the app's VETH IP when stopped to eliminate IP address changes on every start/stop;

IP-appec VETH npuioxeHus pe3epBUPYETCS IIPU OCTAHOBKE, YTOOBI UCKIIIOUUTH CMeHY IP mpu KaxknoM 3amycke/octaHoBKe. KoHTelHep
Tellepb BCcerzia NoIy4YaeT ONUH U TOT Ke BHyTPeHHUH [P-anpec, naxe ecnu ero nepe3arpyxatb.

*) app - show CHR's address instead of the container's;

IMoka3sriBaeTcst agpec CHR BMecTo ampeca KoHTelHepa. B HEKOTOPHIX JIoTax/cTaTycax Temepb oToOpaxaetcs IP camoro poyrepa, a He
BHyTpeHHUI [P KOHTeliHeDa.

*) app - use randomly generated secrets in new apps;

B HOBEIX IIPUIOKEHUSX UCIOIL3YIOTCS CIIyd4alHO CreHepUPOBAHHBIE CEKPeTH. IIpK yCTaHOBKE HOBOIO IPMIOKEHUS IapOJIU/KIIIOYN
reHepUPYIOTCS aBTOMaTUY€eCKH, & He OCTAIOTCS IYCTHIMU UK 0edOITHHIMA.

*) bgp - fixed EVPN label corruption and corrected EVPN type-5 output;

HWcnpasneno nospexaenue Metok EVPN u ckoppekTuposas BriBof EVPN type-5. Wcnpasnensr ommbky B nepepaue EVPN (Ethernet VPN),
MeTK# 00Jiblie He "ObIOTCS", @ MAapPUIPYTH 5-TO THIIA 0TOOPAXKAIOTCSI KOPPEKTHO.

*) bgp - improved stability when receiving malformed packets;

Yny4meHa cTaOUIBHOCTH IIPY TONyYEHNY HEKOPPEKTHHIX TakeToB. BGP-meMoH 6oJble He yIafeT, €CU COCEeN OTIPABHUT "CIOMAHHEIH" UK
BpenoHOCHEIY BGP-naker.

*) bgp - removed "save-to" from "resend" command;

Vnanen napametp "save-to" u3 komaH/b "resend”. YIpoIneH CHHTAKCUC KOMaH/BI IIOBTOPHOM OTpaBKu BGP-06HOBIEHHI.

*) bgp-vpn - fixed blackhole route export;

HWcnpasnen sxcnopt blackhole mapmpyTos. MapuipyTsl g "dyepHoit geIps" (0T6poca Tpaduka, HanpuMep npu DDoS) Teneps KOPPEKTHO
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aHoHCUpYIOTCA 4epe3 BGP VPN.

*) bridge - added "querier-uses-bridge-address" setting to use bridge source IP address for IGMP querier;

Io6aBnmeHa HacTpoika "querier-uses-bridge-address" gnst ucnonbs3oBanus [P-agpeca 6pupka B KayecTBe UCTOYHUKA A1 IGMP querier.
IGMP Snooping (onTuMu3arnus multicast) Temeps MoxkKeT ucmons30BaTh IP camoro 6pungxa, a He VLAN-uHTepdetica.

*) bridge - added DHCPv4 snooping IP binding table;

Hob6aBneHa Tabnuia npuBs30k [P gnst DHCPv4 snooping. DHCP snooping Temeps 3amoMuHaeT, Kakoir MAC moy4un Kakoii IP, u MoXeT
HCIIONIB30BaTh 3TO A7 6e30IIaCHOCTH.

*) bridge - added scheduling point during VLAN processing to prevent soft lockups when flushing FDB over large VLAN ranges;
IobGaBnena Toyka miaHupoBaHus npu o6paborke VLAN miis mpenoTBpaleHus 3aBucanuil mpu ounctke FDB B Gonmbumnx fuana3onax VLAN.
PoyTep Gombire He OymeT "3amyMBIBAaThCS" U TEPSTD ITAKETH, €CIIUA HYXKHO OGBICTPO 09rCcTUTH Tabnuiy MAC-ampecos (FDB) Ha cotasix VLAN.
*) bridge - fixed forwarding through peer-port after disabling MLAG;

HcmpaBneHa nepechiyika yepes peer-port mocnie otkmoderuss MLAG. Ecnu Brl oTkmtouunu MLAG (arperanuio TMHKOB MeXOy CBUTYaMU),
Tpaduk yepes peer-nopT CHOBa IOUAET HOPMAJILHO.

*) bridge - fixed local static host entries;

HcpaBiieHbl IOKAJIbHEIE CTAaTHYECKHe 3amucH X0cToB, CTaTyecku 3aganHbie MAC-agpeca B Opumxke Terneps paboTaioT 6e3 omnoox.

*) bridge - fixed MLAG MAC address handling issues related to aging, flushing and moving;

HWcnpasnens! npobnembl 06pa6otku MAC-agpecoB B MLAG, cBsi3aHHbBIE CO CTapeHHEM, OYHCTKOU U nepeMeinenueM. Tabnua MAC-afpecos
B MLAG Teneps KOPPEKTHO OOGHOBNIIETCS U OYUINAETCS.

*) bridge - fixed stability issue when using DHCPv4 snooping;

HcmpasneHa npobnemMa cTabuibHOCTHA IPH ucnoib3oBanuu DHCPv4 snooping. Bkmiouenue DHCP snooping Gomble He BHI3BIBAET
mepe3arpy3oK WM 3aBUCaHUM OpuaxKa.

*) bridge - fixed stuck MLAG session when using mismatched L2MTU (introduced in v7.23);

Hcmpasneno 3aBucanue ceccur MLAG mpu Heconagenuu L2MTU (mosieunocs B v7.23). Ecnu Ha cBuT49ax B MLAG pasusiii MTU, ceccus
Gornbllle He 3aBUCHET (6ar U3 IIPOLUION BepCUU HCIIPaBIIEH).

*) bridge - improved bridge and port STP "priority" setting (warn when a non-compliant value is used and allow selecting a value from a
list);

YnyumeHna HacTpoiika "priority" mnms STP Gpupmka u mopTOB (IPegyIpexIoeHue IPYU HEKOPPEKTHOM 3HAYEHUHU U BHIOOD U3 CHuCKa). Temeps
HEJb3s CIyYalHo BBECTH "KpuBoi" mpuoputeT STP (momxkeH ObTh KpaTeH 4096), poyTep IpeRyIpequT Uiu JacT BEIOPATh U3 CIHUCKA.

*) bridge - improved STP, BPDU and topology change handling with MLAG, ensure dual-connected port STP state is in sync with MLAG
peer;

Ynyumena o6paboTtka STP, BPDU u usmenenui tononmoruu B MLAG, ofecrnedueHa CHHXPOHU3ANUS COCTOSTHUS STP [y MOPTOB C OBOMHEIM
mopkmoueHueM. MLAG u STP Teneps paGoTaioT clakeHHee, TPeJoTBPAIlas IETIN ¥ PACCUHXPOHU3ALNI0 MEXK/Y CBUTUAMH.

*) btest - added VRF support for bandwidth-test and speed-test;

Ho6aBnena nopmepxkka VRF gng bandwidth-test u speed-test. Tects ckopoctu (iperf/btest) Temepr MOXKHO 3amyckaTh BHYTpHU
M30/TMPOBAHHEX Tabmun MaprpyTudanuu (VRF).

*) certificate - added "acme-renew" command;

IobaBneHa KoMaHOa "acme-renew". MoXKHO BPy4HYIO 3allyCTUTh 00HOBNIEeHUEe cepTudurartos Let's Encrypt (ACME).

*) certificate - general improvements in certificate handling;

Oburre ynyuinenus B 06paboTke cepTuhuKaToB. BHyTpeHHUE onTuMHU3anuu padoTs ¢ SSL/TLS cepTtudukaramu.

*) certificate - use AES encryption when exporting certificates in PKCS#12 format;

Hcnone3yercs mudpposanue AES npu skcmopte ceprudukratoB B dopmar PKCS#12. Ikcmoprupyemuie dainel .pl2/.pfx Temeps
mudpyoTcs 6oee COBpeMeHHHIM U 6e30nacHHM anroputMoM AES.

*) console - added "days" to scheduler;

IoGaBreHsl "gHU" B IIAHUPOBIIKK. B CKpUITax miIaHUPOBIIKKa (scheduler) Temeps MOXKHO MCIIONB30BAThH MapaMeTp "mHU".

*) console - added "in" and "has" operators for array types;

obaBensl onepatopsl "in" u "has" oy MaccuBoB. B ckpuIiTax Teneps MpoIle IPOBEPSITE, €CTh JIU 3JIEMEHT B MAaCCHUBE.

*) console - added "order-by" parameter to "print" command, allowing sorting by up to three arguments in ascending or descending order;
Ho6asner mapametp "order-by" mns xkoMmaHps! "print", MO3BOAOMUE COPTUPOBATE IO TPEM apryMeHTaM. BriBog KoMaH[ (Hampumep, /ip
address print) Tenepb MOKHO COPTUPOBAThH 10 HECKOJILKMM KOJIOHKaM Cpa3y.

*) console - added comparison operators for array type;

IoGaBneHs! onlepaTopkl CpaBHEHUS 71 MacCHBOB. MacCUBEL B CKPHUIITAX Telleph MOXKHO CPAaBHUBAThH MEXK[Y COGOH.

*) console - added log tracing when scripts fail to start due to permissions;

Ho6aBmeHO TpacCHPOBAHUE B JIOT, €CJIM CKPHUIITH HE 3aIlyCKAIOTCS U3-3a IpaB. Ecnu y ckpunTta HeT npas (policy) Ha BEIIONHEHME, B JIOTAX
OymeT yeTkas oumOKa, a He IPOCTO THUIIMHA.

*) console - do not terminate self-removing scripts;

He mpepriBaTh caMoynansiomuecss CKpUNTh. CKPUIITH, KOTOPhle YOANAIOT caMu ce0s U3 IJIaHUPOBIIKKA B Iporecce paboThl, Temepb
BBIIIOJIHSIIOTCS 1O KOHIIA.

*) console - fixed "print follow on-event" script runner command not showing all argument values in some cases;

VicpaByieH BHIBOX BCeX 3HAUEHUM apryMeHToB B KoMaHze "print follow on-event". IIpu oTiafike CKPUIITOB B PeaJbHOM BpeMeHH TeIlephb
oTo0paxaloTcs BCe TapaMeTpHL.

*) console - fixed argument mappings in "do" block for monitor commands;

VcrpaBlieHO COMOCTaBJIeHNE apryMeHTOB B 0yioke "do" misi KoMaHA monitor. McipaBiieHbl OMMOKY B CKPUIITAX MDY UCIOIb30BAHUH
KoHCTpyKwmit do { ... } ¢ KOMaHgaMu MOHUTOPHHTA.

*) console - fixed proplist order in monitor commands;

VicnpaByneH nopspok proplist B komargax monitor. ITopsmok BeIBofia CBOXCTB B KOMaHMaX TUIIA MONitor Teepb COOTBETCTBYET 3afaHHOMY.
*) console - fixed script import/export with empty "policy" setting;
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VicnipaBieH UMIOPT/3KCIOPT CKPUIITOB C MyCTOM HACTPOUKOH "policy". CKpunTe 6e3 SBHEIX IpaB OOJbIIe He JIOMAIOT 3KCIOPT/UMIOPT
KOHGUTypaIuu.

*) console - fixed stability issue in full-screen editor;

HcnpasneHa npo6iemMa cTaOUIBHOCTH B IIOJTHOSKPAHHOM pefaKTope. BCTpOEHHHIM TEKCTOBHIY pemakTop (oJblle He BEI3LIBAET Kpalll
poyTepa.

*) console - fixed UTF-8 comparisons on some architectures;

Hcmpasneno cpaBHeHre UTF-8 Ha HEKOTOPEIX apXUTeKTypax. Kupuiiuna 1 Apyrue CHMBOJIE B CKPHUIITaX Telleph CPaBHUBAIOTCS KOPPEKTHO
Ha BCeX THUIax IPOIeCCOPOB.

*) console - improved "print detail" mode;

Ynyumen pexum "print detail". BeiBog print detail ctan Gosiee YuTaeMBEIM ¥ CTPYKTYPUPOBAHHEIM.

*) console - improved script handling and error logging when running scripts from external sources (e.g. DHCP, SNMP, Netwatch, etc.);
Ynyumena o6pa6oTKa CKPUIITOB U JIOTHPOBaHMe OIIMOOK IIPY 3aIlyCKe U3 BHEIIHWX MCTOYHUKOB. Ecnu ckpunt, Bri3BaHHBIM Netwatch unu
DHCP, napmaert, B jorax Temneps 6yoeT MOHSITHAS MPHYKUHA.

*) console - make "mac-auth-password" sensitive in "/ip/hotspot/profile";

"Mac-auth-password" cmenan ckphTHIM (sensitive) B "/ip/hotspot/profile". [Tapons MAC-ayTenTudukanuu B Hotspot Temeps CKpHT
3Be300YKaMU.

*) console - make "password" sensitive in "/system/package/local-update/mirror";

"Password" cmenaH CKpHTHM B "/system/package/local-update/mirror". Tlapons gyist 3epKana 00HOBIEHUH TeePh CKPHIT.

*) console - produce runtime errors for bad command parameters;

BrigatoTcs omuOKY BpeMeHH BHIIOJIHEHUS NIPU HeBePHHIX IlapaMeTpax KoMaHA. Eciu BH BBeNIM HeNpaBUJNIBHEIM ITapaMeTp B CKPUIITE,
POYTEP BEIIACT KOHKPETHYIO OMUOKY.

*) console - prompt about and offer to stop already existing serial terminal session when opening new one;

ITpu OTKPEITUYM HOBOH ceccuu serial-terminal mpepyaraeTcsi OCTaHOBUTH yKe CYLIECTBYIOUTYI0. ECi Bl 3a0BIIM 3aKPHITh KOHCOJIBHEIR
TOCTYII, POYTEP CIPOCHUT, 3aKPHITh JIX CTAPYI0 CECCUI0 IIePef] OTKPHITHEM HOBOM.

*) console - renamed "address" to "available-from" in "/ip/service" (backwards compatible via deprecation);

"Address" nepeumeHnoBaH B "available-from" B "/ip/service". ITapameTp, orpanuyuBaooummi IP qys noctyna K cepBucaM, Ternepb Ha3kBaETCS
noruyHee. CTapoe uMs MoKa paboTaer.

*) console - renamed "reauth-timeout" to "reauth-period" in "/interface/dot1x/server" (backwards compatible via deprecation);
"Reauth-timeout" nepeumenoBan B "reauth-period" B "/interface/dot1x/server". [lepernMeHOBaH TapaMeTp epuoda epeayTeHTUPUKALUN
s 802.1x.

*) console - restrict editing comments in WiFi registration table;

OrpaHMYeHO pPefakKTHPOBaHHE KOMMeHTapueB B TaOnuue peructpaunud WiFi. 3amura oT CcayyalHEIX U3MEHEHUH: HEIB3ST IPOCTO TaK
MeHSTh KOMMEHTapuy y 3aperiucTpUpoBaHHbIX KineHToB WiFi uepe3 KOHCOTIb.

*) container - added "save" command to allow saving container images;

HobGaBneHa KoMaH[a "save" OJIs COXpPaHeHUs 00pa30B KOHTEHHEPOB. Temeps MOXKHO COXPAHATH CKavaHHEIEe Docker-o0passl Ha OUCK, YTOOH
He KayaTh UX 3aHOBO.

*) container - added "swap-current" usage;

Iob6aBeHo ucmonb30Banue "swap-current". MoxkHO IIOCMOTPETh, CKOJILKO swap (daiiia mogKayKy) UCIOIb3yeT KOHTeHHEep IpsSIMo ceifdac.
*) container - added "swap-max" global and per-container limit;

IoGaBneH rmo0anbHEE U TUMUT "swap-max" A KaXkgoro KOHTelHHepa. MoXKHO OTPAaHUYHUTh, CKOJIBKO SWap MOXKET CheCTh KOHTEHHED,
YTOGH OH HE TIOJIOKHUIT BECh POYTED.

*) container - added ability to run containers in privileged mode;

IoGaBieHa BO3MOXKHOCTb 3allyCKaTh KOHTEHHEDH B IIPUBUIETHPOBAHHOM pexuMe. KoHTelHepH Teleph MOXKHO 3aIyCKATh C IIOIHEIMI
mpaBaMu XocTa (Kak --privileged B Docker).

*) container - added initial support for RKE2;

Iob6aBnena HauanbHasg nognepxkka RKE2. [Tlo6asnena 6a3oBasi coeMectuMocTh ¢ RKE2 (pacmpenenennsiit Kubernetes).

*) container - do not allow starting with empty default DNS list and no DNS override;

3ampenieH 3amycK ¢ mycTeIM ciickoM DNS mo ymonganuio u 6e3 mepeonpenenenuss DNS. KoHTeliHep He 3aMyCTUTCS, €CITU Y HETO BOOOIIe
HeT DNS-cepBepoB (3amuTa OT 3aBUCAHUS).

*) container - do not print environment variables in log on container startup;

[lepemeHHEIE OKpPYXKeHUS 0OJblle He [IeYaTalOTCA B JIOT IIPU 3allycKe KoHTelHepa. ITaponu u TokeHw u3 ENV Gobliie He CBETATCS B
CUCTEMHOM JIOTE.

*) container - fixed "start-on-boot" not retrying on certain startup errors;

HWcmpaBleHO OTCYTCTBHE MOBTOPHEIX TOMHITOK "start-on-boot" mpu HEKOTOPHIX OoUIMOKAaxX 3amycka. ECiu KOHTEHHeD ¢ aBTO3amyCKOM yIas
IIPU CTapTe PoyTepa, Tellephb OH IIONPOOYeT 3alyCTUTHCS CHOBA.

*) container - fixed container "devices" override to appear under "/dev";

HcnpasneHo nepeomnpenenenue "devices" KoHTelHepa gy otobpaxenus B "/dev". IIpo6pomeHnntie ycTporicTa (Hanpumep, USB) Temeps
KOPPEKTHO TIOSIBIITIOTCST BHYTPY KOHTElHHepa B mamke /dev.

*) container - improved layer size calculation to avoid potential loops;

Ynyumen pacuer pa3Mepa crnoeB miisg u30exkaHuUs IOTEHIIMANBHEIX TUKIIOB. McnpaBneH 6ar, #3-3a KOTOPOr'0 POYyTep MOT 3alUKIUTLCS IPU
mmopcyeTe MecTa, 3aHUMaeMoro cnossMu Docker.

*) container - improved support for containers;

YnyumeHa nonmep:kka KoHTelHepoB. O0Imue BHYTPeHHNe YIy4llleHns ABUKKa KOHTEeHHePOB.

*) container - reduced writes to flash when running health check;

YMensbIneHa 3anuch Ha ¢uemky npu nposepke 3mopoBbs (health check). Healthcheck 6onbine He yOuBaert flash-namsate poyTepa gacTeiMu
3aMUCSIMHU.
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*) container - use env "TERM=xterm" if no TERM variable provided when running shell;

Hcmonw3yercs "TERM=xterm", ecnu nepemensass TERM He 3apmana npu 3amycke shell. Koncons KoHTeliHepa Tenepb KOPPEKTHO
orofpazxaeT 1[BeTa ¥ CIIeLICUMBOJIbL, €CNIU He 3a/iaHa SBHO.

*) crypto - fixed hardware accelerator for GCM cipher in TLS connection on Alpine CPUs;

VicnpaBrneH anmapaTHH# yckoputens ans mudpa GCM B TLS Ha nmpoueccopax Alpine. HTTPS/SSL coenuHeHus: Ha HOBHIX poyTepax ¢
mpoieccopoM Alpine cHoBa pabOTaOT Ha MOHOW CKOPOCTH.

*) defconf - set "configuration.dtim-period=3" for WiFi;

Ycranosnen "configuration.dtim-period=3" gns WiFi. B crangapTHo# HacTtpoiike WiFi mapameTp DTIM Teneps paBeH 3 (ONTHMU3ALUS A1
MOOUIIBHEIX YCTPOUCTB).

*) defconf - use "add-dns-entries=yes" on devices with DHCP server;

Hcnons3yetcs "add-dns-entries=yes" Ha yctpoiictBax ¢ DHCP cepepom. DHCP cepBep 110 yMOIYaHHUIO TEIEPh aBTOMaTUYeCKHU 100aBIseT
nokanbHele DNS 3anucu amns KIueHTOoB.

*) dhcp - fixed processing of DHCP options that are longer than 255 bytes;

Hcnpasnena o6paboTtka onnuit DHCP gnunazee 255 Gaiit. DHCP Temeps KOPPEKTHO YuTaeT "OIMHHEE" onnuu (Hampumep, Goblune
CIMCKU MapLIPyTOB).

*) dhcpv4-relay - fixed stability issue when creating duplicate relays;

Hcnpasnera npobieMa cTabUNIbHOCTH IPU CO3OaHuU nyOnukatoB peneeB. Co3pmanue oguHakoBeix DHCP relay mpasun Gonbine He
BEI3EIBAET COOEB.

*) dhcpv4-server - do not reset "class-id" parameter when lease loses "bound" status;

[MTapameTp "class-id" He cOpackiBaeTcs, Korma apeHaa tepsieT cratyc "bound". Knacc knmuenTa (class-id) coxpaHsieTcs: B apeHze, faxe ecliu
KJIUEHT BPeMeHHO OTBaJIUJICS.

*) dhcpv4-server - set "ciaddr" in forcerenew messages so a relay, if used, can unicast such messages;

YcTanasmuBaeTcs "ciaddr" B coobmenusix forcerenew, 4ToO pesieil MOT OTIIPABIATH UX unicast. KoMaHma NpUHYOUTETFHOTO 00HOBIEHUS
apenns (Force Renew) teneps pa6oraet yepe3 DHCP relay.

*) dhcpv6-relay - fixed non-working relay when adding from WinBox;

HWcnpasnena HepaboTalomias mepefgaya npu gobasnenuu u3 WinBox. Bar WinBox: npu co3manuu DHCPv6 relay uepe3 unTepdeiic, oH He
pabotan. Temeps paboTaerT.

*) dhcpv6-server - fixed invalid flag;

VicnipaBneH HEKOPPEKTHEIN ¢ar. Menkoe ucnpasieHre BHyTpeHHero ¢ara 8 DHCPv6 cepsepe.

discovery (MNDP, CDP, LLDP)

*) discovery - added "address6" column to default "/ip/neighbor" print view;

IobGapnena KonoHKa "address6" B cTaHmapTHHIA BEBOA "/ip/neighbor". B cnucke cocenmeir Temeps cpa3y BuAeH ux IPv6 ampec.

*) discovery - added "discovery" logging topic;

[obaBneHa TeMa orupoBaHus "discovery". MoXHO BKITIOYUTh OTHENIbHBIH JIOT TOIBKO MJISt MPOTOKOJIOB 06HAPYKEHUS COCeen.

*) discovery - added "dying-gasp" feature for LLDP, MNDP, CDP that sends packet with "TTL=0" before graceful
reboot/shutdown/upgrade;

Ho6asneHa ¢pyukuus "dying-gasp" mis LLDP, MNDP, CDP, otnpasnsiomas naket ¢ "TTL=0" nepen KoppeKTHO epe3arpy3koii. Ilepen
nepe3arpysKoil poyTep IIIET CIIelUaNbHbIN TakeT COCEeNIM, YTOOL OHM MIHOBEHHO YIaIUiId €T0 U3 CBOEro CIIUCKA.

*) discovery - clear neighbor entry when receiving "dying-gasp" packet;

OumCTKa 3amUCH COCea IpH monydeHun naketa "dying-gasp". CocemHuit poyTep, MOIyYUB TAaKOH MAKET, CPa3y YOATUT y ce0s 3amuch 0
nepe3arpyxaeMoM yCTPOHUCTBeE.

*) discovery - improved service stability when sending discovery packets on interfaces that have hundreds of IP addresses;

VnyuyuieHa cTaGuIbHOCTH CEpBUCA MIPH OTIIPaBKe MTAKeTOB HA MHTePdeiicax ¢ coTHsIMHU [P-agpecos. Eciu Ha uHTepdeiice "Bucut" cotHu IP,
ormpaBka MNDP/CDP Gosbliie He BeIIaeT Mpoueccop.

*) disk - added "last-seen" property that displays disk model and serial when removed;

Io6aBneHo cBO#CTBO "last-seen", moka3rIBalolee MOMEb M CEPUMHLIA HOMED OUCKA NPHU ero yaajneHuu. Eciau BREePHYThH GIELIKY/IUCK, B
JIorax OCTaHeTCs 3alUCh 0 TOM, KAKOM UMEHHO IUCK ORI OTKITIOYEH.

*) disk - added "raid-scrub-cancel" command;

IobGapnena komanma "raid-scrub-cancel". MoXHO OTMEHHUTH IPOLECC IPOBEPKH (scrub) software RAID mMaccupa.

*) disk - added error message when disk state transitions from good to bad;

Io6aBneHo coobuieHne 00 oumbKe IPYU IIepexofie COCTOSHUSA AMCKA U3 XOpollero B mioxoe. Ecnu OucK HayMHAET CHIATH OMUOKaMU
(SMART), poyTep SIBHO HamuIIeT 00 3TOM B JIOT.

*) disk - do not consider USB drives as self-encryption capable;

USB-HakomuTenu OOMblle HE CUATAIOTCS MOOAEPKUBAKIIMMU caMmoinudpoBaHue. PoyTep 00Jbille He MHITAETCS MCKATh allapaTHOE
ummdpoBanue Ha 00bHEIX USB-dremkax.

*) disk - fixed "smart-info" not showing information on certain storage devices;

HWcnpasneHo oTcyTcTBue nHopMmanuu B "smart-info" mnsg Hexotoprix Hakonutened. SMART Teneps 4uTaeTcs ¢ GOJIBIIET0 KOJINYECTBA
mopeneit SSD/HDD.

*) disk - limited maximum swap size to be no more than 10x of device RAM;

MakcuManbHEIN pa3Mep swap orpanudeH 10-kpaTtHeiM 00beMoM RAM ycrpoiicTBa. Henb3st co3math swap ¢aiin pasmepoM Gonbize, yeM 10
0O3Y poyrepa.

*) disk - resolved issue where storage device might change information upon reboot;

Pemena mpo6neMa, Korga HaKONKUTENb MOT MeHATh UHGOpMAIUIo IpU Iepe3arpy3ke. MiMeHa nuckoB (Hampumep, /dev/sda) Teneps He
"IIpEITAlOT" MEeXy Iepe3arpy3kaMu.

*) ethernet - disable EEE on hAP be3 Media;

OrkmoyeHo EEE Ha hAP be3 Media. Otkmioueno sHeprocbepexenne (EEE) Ha mopTax 3TO# MOJENH, TAaK KaK OHO BEI3HIBATIO OOPHIBEL
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CBSI3U.
*) ethernet - fixed stability issue for Chateau PRO ax devices;

HWcnpasneHna npo6iema crabunbHocTH gist Chateau PRO ax. Wicnipasnens! ciydaiitele otBassl Ethernet Ha 5G poytepax Chateau PRO.

*) ethernet - fixed stability issue for devices with Alpine CPU;

HcnpaBneHa mpo6ieMa cTaOMIBHOCTU LIS YCTPOHUCTB ¢ mporeccopoM Alpine. McmpaBiieHH 3aBUCAHUS CETEBHIX YUIIOB HA HOBHIX
npoueccopax Alpine.

*) ethernet - removed "1G-baseT-half" link mode on RTL8367 switch;

Vpanen pexum "1G-baseT-half" Ha kommyTaTtope RTL8367. Y6paHn nmonmynymiekcHbN pexuM 1 I'6UT/c, Tak KaK OH He MCIIOIb3yeTCs U MOT
BEI3EIBATh IPOGTIEMEL

*) fetch - added "ip-type" parameter;

o6aBnen nmapametp "ip-type". B komangpe /tool fetch MoxkHO s1BHO yKa3aTh, ucronb30BaTh [Pv4 umu IPv6.

*) fetch - added option to force HTTP/2 only (only for ARM64 and x86/CHR devices);

[o6aBneHa ONMIUS MPUHYOUTEIBHOTO HUCIOIb30BaHus TonbKo HTTP/2. MoxHo 3acTaBuTh fetch paGoTaTh TONBKO IO COBPEMEHHOMY
npotokony HTTP/2.

*) fetch - fixed false "bad request" response when trying to fetch URL with IPv6 address in it;

HWcnpasnen noxHEH oTBeT "bad request" nmpu 3arpy3ke URL c IPv6 agpecom. fetch Temeps KOppeKTHO cKayuBaeT (HausIbl 10 CCHUIKAM, The
ykazaH [Pv6 ampec.

*) fetch - hint file list for "src-path" and "dst-path" parameters;

IoOaBreHa moacKa3Ka CHucka (aiioB A mapaMeTpoB "src-path” u "dst-path". B WinBox/WebFig mpu BrIOOpe TyTeil Telneps BHIIAfaeT
CIMCOK (hanyIoB.

*) hardware - renamed "max-power" to "manufacturer-reported-max-power";

"Max-power" nepeuMeHoBaH B "manufacturer-reported-max-power". [leperMeHOBaH mapaMeTp MakKCHMAaJbHONA MOLTHOCTH, YTOOH OBLIO
MIOHATHO, YTO 9TO 3HA4YEHNUE OT IIPOU3BOOUTENIS.

*) iot - added LoRa keep alive logic for UDP protocol;

Iobasnena noruka keep alive myist LoRa mo UDP. LoRa momems! Temeps nutioT "nuuru”, yToOs UDP ceccust He 3aKphIBaach.

*) iot - added missing LoRa US radio plans;

IrmoGaBneHsl 0TCYTCTBYIOUME paguomiansl LoRa st CIIA. To6aBieHE YaCTOTHBIE IUTAHE I JIETaIbHOU padoTsl LoRa B CIIIA.

*) iot - added Wiliot USB dongle support;

Iob6aBnena noppepxka USB-mourma Wiliot. PoyTep Temeps MoxkeT paboTaTs ¢ loT-matynkamu Wiliot yepes USB.

*) iot - allow maximum Modbus "timeout" property to be 10 seconds;

MakcumanpHOe 3HayeHue "timeout" gnst Modbus yBenmuuero no 10 cekyHn. MoxHO 3amaTh 601ee HONTUN TaWMayT OIS MEAJIEHHBIX
Modbus-ycTpoiicTs.

*) iot - monitor LoRa worker state (watchdog);

MouuTopusr cocrossaus LoRa worker (watchdog). To6aBnen watchdog mnst LoRa: ecimu mpoliecc 3aBuC, OH IePe3alyCTUTCS.

*) iot - pass Wiliot certification;

[Tpotinena ceptudukanus Wiliot. BEyTpeHHUEe n3MeHeHUS AJI COOTBeTCTBUS cTaHmgapTaM Wiliot.

*) ip-service - remove reverse-proxy for SMIPS;

Ynmanen reverse-proxy miss SMIPS. Y6paH BCTpOeHHBIN 00paTHBIN MPOKCH AJIS CTaphiXx ycTpoicTB SMIPS (onmTumMu3anus).

*) ip-service - show service name for "12tp";

OrobpaxaeTcst uMs cepBuca mis "12tp". B cmucke cepBucos (/ip service) L2TP Temeps MOAIHCAH HOPMAJIBHO.

ipsec (IPsec)

*) ipsec - fixed expired SA handling to prevent “no such item” errors during listing;

HcnpasneHa o6paboTKa UCTEKIIUX SA [ IpefoTBpalleHus ommbok "no such item". ITpu mpocmotpe IPsec TyHHemnei 6ombine He GygeT
omubOK, eC/IU KAKUEe-TO CECCUU YIKE YMEDIIH.

*) ipsec,ikel - dropped base mode exchange;

Ynanen o6meH B base mode. IKEv1l Base Mode Gonblne He mopaepKuBaeTcs (ocTancs Tonbko Main Mode) u3 coo6paxeHnuit 6e30acHOCTH.
*) ipsec,ikel - fixed negotiated PFS validation;

HcmpasneHa npoBepka coryacosannoro PFS. WcnpasneHna omm6ka npu npoBepke Perfect Forward Secrecy B IKEv1.

*) ipsec,ikel - improved SA, transform, fragment parsing and malformed packet validation;

Ynyumen pas36op SA, TpaHcopmanuit, pparMeHTOB U IpoBepka HEKOpPpPeKTHHX nakeToB. IKEvl cTanm ycTo#yuBee K KPUBEIM U
BPENOHOCHHIM ITaKeTaM.

*) ipsec,ike?2 - fixed ppk child key generation during rekey;

HcmpaBneHa reHepalys JoYepHero Kioda ppk mpu mepecoriacoBanmu (rekey). Mcmpasnena pa6ora Post-Quantum Preshared Keys (PPK)
mpu 06HOBNEeHUH Kioueit IKEv2.

*) ipsec,ike2 - improved KE generation validation during initial setup and child SA creation;

Vnyumena npoBepka resepanuu KE mpu HayanbHOM HACTPOUKE U CO3MaHMM HOouepHUX SA. YiydiieHa mpoBepka o6MeHa kimodamu (Key
Exchange) B IKEvV2.

*) ipsec,ike2 - improved PPK handling by always using it when authorized, including additional Child SAs...

Vnyumena o6pa6otka PPK: oH Bcerga mcmonb3yeTcs Ipu aBTopusanuu, obpaborka nmepesHecena B 3agauyy Child SA. [TocT-KBaHTOBEIE
kmoun (PPK) Teneps mpuMeHsoTCs 6onee HafleKHO IJIS BCeX NOYEPHUX TYHHEJeH.

*) ipsec,ike2 - use first child KE selection only during IKE AUTH exchange;

Iepsriit BEIGOP mouepHero KE mcmonb3yeTcst Tonbko npu o6Mene IKE AUTH. Ontumu3sanusi BEIO6Opa aArOpPUTMOB 00MeHa KITI0YaMu B
IKEv2.

*) ipsec,qkd - moved QKD to "/system/keymat-provider" menu and made it a generic key material provider;

QKD mnepeHecen B MeHI0 "/system/keymat-provider" u cpenaH yHHBepCalbHEIM IIpOBaliflepoM KII04YEBOI0 MaTepuaja. KBaHTOBoe
pacmpenenenue kmouei (QKD) Temepb HHTETPUPOBAHO KaK OOIIMI TPoBakiiep KITouei [Jist BCei CUCTEMEL.
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*) ipv6 - added "status" column to default "/ipv6/neighbor" print view;

IoOaBneHa KoMoHKA "status" B cTaHmApTHEIN BEIBOA "/ipv6/neighbor". B Tabnuie IPv6 cocemei Teneps BumeH ux cratyc (REACHABLE,
STALE u T.1.).

*) ipv6,ra - changed default "router-advertisement-route-distance" to 1;

33HaueHue "router-advertisement-route-distance" mo ymonuanuio usMeHeHo Ha 1. MapupyTsl, onyyeHHEe Yepe3 IPv6 RA, Tereps umeror
npuopurert (distance) 1 o ymonyanuio.

*) ipv6,ra - correctly process RAs advertising previously expired prefix;

KoppekTtras o6pabotka RA, aHOHCHpPYIOIUX paHee ucrekmuil npedukc. Ecnu poyTep CHOBa aHOHCUDPYET CTaphli IPedUKC, KIHEeHTH
Terepb KOPPEKTHO ero NOAXBaTHIBAIOT.

*) ipv6,ra - fixed prefix invalidation;

HWcnpasneHo 00bsaBIeHNe IpeduKca HefeicTBUTENbHEIM. Mcnpasnen Oar, korga IPv6 mpedukc Mor "3aBUCHYThL" B HEBAJIUAHOM COCTOSTHUHU.
*) ipv6,ra - use lowest value between IPv6/Pool and IPv6/ND/Prefix/Default as dynamic prefix lifetime;

Hcnonp3yeTcss HauMeHbllee 3HaueHue Mexny IPv6/Pool u IPv6/ND/Prefix/Default kak BpeMs XKu3HU OUHaMU4YeckKoro npedukca. Bpems
xu3uu [Pv6 mpedukca Teneps 6epeTcss MUHUMAIBHOE U3 HACTPOEK mysa u ND.

*) isis - fixed ECMP route removal;

Hcmpasneno ymanesue ECMP mapmpyToB. MapuipyTsl ¢ 6anaHcupoBkoi Harpy3ku (ECMP) B mpoTtokone IS-IS Temeps KOpPpeKTHO
VIOAISAIOTCS.

*) 12tp - allow fragmentation of large IPv6 packets;

Pa3permmena ¢pparmenTanus 6ompumx IPv6 maketos. L2TP TyHHENM Teleps MOTYT KOPPEKTHO NEPEaBaTh OTPOMHEIE IPV6 makeTH, pa3buBas
¥X Ha YaCTHU.

*) 13hw - added HW offloaded support for VLAN interfaces created directly on Ethernet for CRS8xx series switches;

IoGaBrneHa ammapaTHas nmopmepxkka VLAN-unTepdeiicoB mnsi kommyTaTopoB cepuu CRS8xx. Ha HoBHX cBuTuax CRS8xx VLAN-
vHTepdECH Terneps MapUIPyTU3UPYIOTCS "XKeyle30M" Ha II0JTHOM CKOPOCTH.

*) 13hw - added HW offloaded VRF support on 98DX... switches;

Iob6aBneHna anmapaTrHas nognepxka VRF Ha cBuTuax ¢ yunamu 98DX... M3onupoBauueie Tabnuiel MapimpyTtudauuu (VRF) temeps
paboTaloT Ha anmapaTHOM YPOBHE Ha STHUX YHIIaXx.

*) 13hw - added VRF assignment via switch ACL rules for devices with Marvell Prestera switch chip;

Ho6aBneHo HasHaueHue VRF uepes mpasuma ACL KomMyTaTopa s uumoB Marvell Prestera. MoxHO pacupenensTs Tpaduk mo VRF
IIPSIMO ITpaBUJIaMU Ha CBUTY-YHIIE.

*) 13hw - allow VLAN tagged traffic inside VXLAN tunnel;

Paspemen VLAN-terupoBanusi# Tpaduk BEHyTpu VXLAN TyHHens. Annapatsbii VXLAN Teneps noppmepxuBaeT nepenady VLAN Teros
BHYTPH TYHHEJIA.

*) 13hw - fixed VRF-related issues for CRS8xx series switches;

HWcnpasneHsl mpo6ieMel, cBsi3anHble ¢ VRF, o kommyTaTopoB cepur CRS8xx. McnpaBnensl 6aru anmapaTHod MapurpyTusauuu B VRF Ha
CRS8xx.

*) 13hw - fixed VTEP offload on IPv4 /32 route changes;

WcnpaBnena amnmnapaTHas pa3rpy3ka VTEP npu usmenenum mapumpyrtoB [Pv4 /32. Hcnpasnena pabora VXLAN (VTEP) npu
no6aBIeHUH/YIAIEHUH XOCTOBBEIX MapuIpyToB (/32).

*) leds - added dark mode support for L009, hAP ax2...

IoGaBneHa moamepxKa TeMHOTro pexuMa anst L009, hAP ax2 u np. CBeTORUOAB Ha 3TUX MOJENSIX TEIePh MOTYT raCHYTh UJIU TYCKJIO
CBETUTHCS B "TEMHOM pexuMe" (HOYBIO).

*) leds - fixed Ethernet activity LED for Chateau LTE18 ax (introduced in v7.23);

HWcnpasnen ceeroguon akTuBHOCTH Ethernet nns Chateau LTE18 ax. Jlammouyka LAN Ha Chateau LTE18 ax cHOBa MuraeT mpu mepegade
DIaHHBIX.

*) leds - improved interface stats activity for devices with Marvell Prestera switch chip;

YnyuileHa HHAWKAIMS aKTUBHOCTH HHTepdelicoB nnsa uunosB Marvell Prestera. CBeTonuonbl Ha OPTaxX CBUTYEHN C 9THM YUIIOM Tellephb
KODpEKTHee 0TpaxKaloT Harpy3Ky.

*) lte - added force-confirmation parameter for eSIM provision command;

IoGaBneHo IPUHYRUTENBHOE TOATBEPKAEHIE 3arpy3Ku eSIM.

*) Ite - cap IPv6 prefix lifetime for ipv6-interface;

OrpaHu4YeHo BpeMs Xu3Hu [Pv6 mpedukca, 4To6H OH He "ycTapen".

*) lte - do not add extra /128 IPv6 address for ipv6-interface;

Y6pan my6mupyrommit XocToBEIH IPV6 ampec.

*) Ite - do not query 5G neighbor cell info until RG650E-EU FW fixed;

BpeMeHHO OTKITI0YEH ompoc cocequux Bhimek ast RG650E-EU u3-3a 6ara B ero ImpoLIiBKe.

*) lte - enabled AT registration unsolicited event reporting for EG25-G and EC25-EU boards;

MopneMEl caMy IITIOT YBEOMJIEHUS O IIePePerucTpalyy B CeTH.

*) lte - fixed cases where R111-LTE7 modem would not display correct cell info after handover;

[Tocne nepekmoyerus: Mexnay BoimkaMu MopeM R111-LTE7 cHOBa OKa3kIBAET aKTyasIbHEIE TAHHEIE.

*) Ite - fixed EC/IO scale in CLI and GUI;

IMokazaTenu kayecTsa curHana EC/IO Teneps 0TOOPaXKa0TCS C IPABUIBHEIMU eUHUIIAMY.

*) 1te - fixed EC25-EU, EG25-G traffic to 67 UDP;

Vcnpasnena npo6iema ¢ UDP nmoptom 67 (DHCP) Ha 3Tux MoneMax.

*) Ite - fixed IPv6 RA handling for multiapn non-primary interface;

[Pv6 Temeps KOPPEKTHO paboTaeT Ha BTOpUYHEIX APN.

*) lte - fixed third-party modems ICCID decoding for eSIM;
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Poytep Teneps npaBunbHO yuTaeT ICCID eSIM Ha cropornux USB-Monemax.

*) lte - improved Cinterion PLS8-E roaming;

[TpombinieHHEN MofeM Cinterion Teneps cTabubHEee B POYMUHTE.

*) Ite - improved deregistration handling for AT modems;

KoppekTHOe OTKIII0YeHHe OT CEeTU IIPU BHIKJIIOUEHUHU.

*) 1te - improved system stability when no APN specified;

Ecnu 3a6w1Th nmponucats APN, poyTtep 60ble He 3aBUCHET.

*) Ite - improved USB mode handling for BG770A-GL;

Mopnem BG770A-GL Tenepb KoppeKTHee IePeKI0YaeTcs B PEKUM MOfeMa.

*) lte - limit IPv6 prefix lifetime only when lifetime is advertised as infinity;

YMHOe orpaHuYeHN€e BpeMeHHU XKu3HU [Pv6.

*) 1te - make modem MAC persistent for R11e-LTE6 and R111-LTE7 modems;
MAC-agpec LTE unTepdeiica 60ble He MEHSETCS IPU Iepe3arpys3Kax.

*) lte - remove site local DNS for ipv6-interface;

Y6pans! yctapeBume nokanbHse IPv6 DNS-afmpeca.

*) Ite - removed extra restart after firmware upgrade for EC200A-EU modem;
Mopnem EC200A-EU 6vIcTpee MPUMEHSIETCS 0ciie 0OHOBIEHHUS TPOIIUBKH.

*) 1te - report short cell ID in 3G network mode also for AT modems;

B 3G cetu AT-M0feMbI TOKA3HIBAIOT KOPOTKHUH ID COTHL.

*) Ite - restrict incoming calls for FG621-EU;

3amnpeleHsl FOJI0COBbIe 3BOHKU Ha 3TOT 5G MofeM.

*) lte - show "+CME ERROR: 10" as "SIM not present";

IMousTHas oumobka "Het SIM-kapTe" BMecTo Kopa "+CME ERROR: 10".

*) Ite - show "data-class" in LTE monitor instead of "access-technology" also for 5G AT modems;
Yrudunuposano orofpaxeHue TUIIA CETH.

*) lte - show "primary-band" instead of "earfcn" in LTE monitor also for modems without CA support;
Teneps Bcerga nokassBaeTcs NoOHATHas "nonoca" (band).

*) lte - show RSCP and EC/IO parameter in 3G network mode for R11e-LTEG...
IoGaBneHsl MeTPUKY KadecTBa currana ans 3G.

*) mesh - fixed missing FDB entries from wireless ports;

HcmpaBmneHsl 0TCYTCTBYIOIMe 3anucu FDB gis 6ecripoBogHEX IOPTOB. B Mesh-ceTu Temeps KOppekTHO udydaioTcss MAC-agpeca KIUEHTOB,
HOAKII04YeHHEIX 110 WiFi.

*) mpls - added ICMP time exceeded handler for IPv6;

Ho6aBnen o6paboTyuk ICMP time exceeded mns IPv6. MPLS Temeps KoppeKTHO oTBedaeT "time exceeded" mnst IPv6 (HyXkHO mys
traceroute).

*) mpls - make FastPath work with expl-null;

FastPath Teneps pa6otaet ¢ expl-null. AnnapatHoe yckopenue (FastPath) Bkmoueno mist MPLS ¢ sBabM null-ne#6iom.
*) netinstall - added Netinstall package;

Vrunuty Netinstall Temeps M0KHO yCTaHOBUTE Kak makeT npsmo B RouterOS.

*) netinstall - improved architecture detection;

Netinstall nyurne onpenenser TUI npoieccopa.

*) netinstall-cli - added "help" parameter;

B koHcomnpHOM Bepcuu Netinstall mostBumack crpaBka.

*) netinstall-cli - added "reboot" and "shutdown" flags to control reboot after installation;
B CLI M0HO yKa3aTh, Tepe3arpy3uTh WK BEKJIIOUYUTL POYTep MOCe IIPOLIUBKY.

*) netwatch - fixed an issue with DNS probe "timeout" parameter;

TatimayT nmpoBepku DNS B Netwatch Temeps paboTaeT KOppeKTHO.

*) netwatch - fixed HTTP GET probe over IPv6;

Netwatch Teneps moxet nmuuarosats HTTP-caiiTel o [Pv6.

*) netwatch - fixed inaccurate "rtt-stdev" value;

CraHgapTHOe OTKJIOHEHUE 3afepKKH (jitter) Temeps cuuTaeTcs TOYHO.

*) netwatch - fixed issue where ICMP probes did not accept TTL exceeded packets...
Netwatch npaBunsHo pearupyet Ha "TTL exceeded", ecnu 3T0 BKITIIOUEHO.

*) netwatch - increased maximum packet size to 65535;

B Netwatch MoxkHO0 oTripaBnsTh orpoMuble ICMP-makeTs gt mpoBepku MTU.

*) ospf - fixed stability issue during interface flaps;

OSPF Gonblie He TafaeT, eCIN IMHKY IOCTOSTHHO MUTAIOT.

*) ospf - force passive for VRF interface;

Hutepdeiicel BHyTpu VRF B OSPF Teneps Bcerna IacCUBHEIE.

*) pimsm - make "hash-mask-length" parameter naming consistent and fixed typos;
Kocmernyeckue ucnpasneHus u onedatku B PIM-SM.

poe-in / poe-out (PoE)

*) poe-in - added PoE-in monitoring and LLDP-based PoE negotiation support...
HoBrle ycTpoiicTBa yMeIOT II0Ka3kBaTh, CKOIBKO BATT OHHU IIONy4aloT o PoE.

*) poe-out - firmware update for 802.3at capable boards...

OGHOBIEHA IPOMKBKA KOHTPoIIepa PoE (muTaHue Ha CEKyHAY IIPOIAneT).
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*) poe-out - firmware update for 802.3bt capable boards...

To xe camoe [yst 6oyiee MOIIHOTO cTaHmapTa PoE++ (802.3bt).

*) ppp - added "MT-Address-List" to IPv6 address list when received from RADIUS...
RADIUS Teneps MoXKeT nepefaBath criucku IPv6 agpecos.

*) ppp - added iccid field to ppp info command for BG77 and BG770 modems;
B undopmanuu o mogeme BuneH ICCID (cepuitnuk SIM).

*) ppp - always show current FW version when running firmware-upgrade;
[Tepen o0HOBNEHUEM MOTeMa POyTep CKaxkeT, Kakas [IPOIIMBKA CTOUT cefdac.
*) ppp - disable/enable modem radio state depending on ppp interface state;
Ecmu otkmouuts PPP unTepdeiic, MomeM mepecTaHeT "CBETUTH" B CETh.

*) ppp - fixed cases where BG77 or BG770 firmware upgrade was not available;
OGHOBIIEHKE NIPOIIUBKY 3TUX MOLEMOB TOUHO cpaboTaerT.

*) ppp - fixed ppp-out stability issue;

Knuent PPPoE/L2TP (ppp-out) 607blIe He OTBAIMBAETCS.

*) ppp - get IPv6 configuration via RA for modems using PPP emulation mode;
[Pv6 pab6oTaeT Ha MofeMax B pexxuMe amynsiuu PPP.

*) ppp - improved "info" command for BG77 and BG770 modems;

BriBopg uHdOpManuu o0 MofeMe CTajl IogpodHee.

*) ppp - improved OVPN underlying SSL connection management;

OpenVPN TyHHenu cTabunbHee nepxkaT SSL-ceccuto.

*) ppp - only show pin in export with "show-sensitive" flag;

PIN-xop SIM-kapTHl GOJIbIIE He CBETUTCS B OORIYHOM /€XpOrt.

*) ppp - report actual network data usage statistics instead of "0"...

Bunnuur (RADIUS) Teneps BUguT peanbHbN 00beM IPV6 Tpaduka.

*) ppp - toggle radio state on interface disable/enable;

IyGnupyeT: OTKIIIOYUNIN UHTEP(HEIC -> pafuo MOJeMa BEIKITFOYHIIOCE.

*) queue - fixed "undo" command for simple queues;

Ormena pmeiictBuii (undo) B Simple Queues cHoBa paGoTaert.

*) reverse-proxy - improved stability; -> BcTpoennniit HTTP reverse-proxy cran crabuibHee.
rip (RIP)

*) rip - do not export authentication keys by default;

[MTaponu pnsa RIP Temeph CKPHITH B 9KCIOPTE KOHGUTYpaLUy.

*) route - allow to add route with link-local destination address;

*) route - fixed memory leak when flapping addresses or interfaces...

Ecnu NUHKY OCTOSTHHO IAfAlo0T, TaMsITh PoyTepa 6oJbiie He OyOeT yTeKaTs.

*) route - fixed potential race condition;

HcmpaBneHa pefkasi omubka Py ONHOBPeMEHHOM H3MeHeHNY MapIIpyToB.

*) route - respect the "interface" property when pinging IPv6 addresses over ECMP;
Ping moiifet yepe3 yka3aHHEI uHTepdelic, naxe ecnu ects ECMP.

*) sfp - fixed linking for hAP ax S and hEX S (2025) with "1G-baseX" link-mode;
SFP mopThl Ha 3TUX MOZESIX CHOBA KOPPEKTHO MOOHUMAIOT IMHK Ha 1 I'6ut.

*) sfp - removed unsupported "2.5G-baseX" speed on CRS312...

Y6pasnu u3 cmucka ckopoctei 2.5G, Tak KaK 3TH CBUTYH €€ alnapaTHO He YMEIOT.
*) sftp - fixed branding package upload;

Yepes SFTP cHOBa MOXKHO HOPMaJIbHO 3arpyKaTh KaCTOMHbIE TaKeTH 0OPMIIEHHUS.
*) sms - added some GSM7 symbols to SMS tool;Terneps MOKHO OTIPaBNIATh OOJbIIE CIELCHMBOJIOB B SMS.
*) snmp - added hotspot active-user-count and host-count OIDs...

CucTeMbl MOHUTOPHHTA MOT'YT OIIPAlIMBaTh KOJIUYECTBO KneHToB B Hotspot.

*) snmp - added missing SFP OIDs to MIKROTIK-MIB;

Hob6aBnersl SNMP-metpuku g SFP momyei.

*) snmp - added WiFi current channel "mtxrWifilnterfacesCurrentChannel" OID...
MOHUTOPHHT TEIEPh MOXKET BUAETh, Ha KAKOM KaHase pabotaet WiFi.

*) ssh - added mlkem768x25519-sha256 key exchange support;

[o6aByieH MOCT-KBAaHTOBEIHM allrOPUTM 00MeHa KiogaMu st SSH.

*) ssh - do not attempt automatic empty password login when RADIUS is used;
Ecnu Bkmodern RADIUS, SSH He 6yfeT HbITATCS 32l TH C IyCTHIM ITaPOJIEM.

*) ssh - fixed SSH tunnel with IPv6 link-local address on non-ethernet interfaces;
SSH-tyHHenupoBaHue yepe3 [Pv6 fe80:: Ha TyHHeNsIX CHOBa paboTaerT.

*) ssh - make SSH packet validation more strict;

[MosrimeHa 6e3omacHocts SSH, 0TCEB KPUBEIX TAKETOB.

*) supout - added interface monitor-traffic;

B ¢aiin canmopTa Teneps nonagaeT cTaTUCTHKa Tpaduka 1o uHTepdeiicam.

*) supout - added LTE eSIM section;

B canmopr BkntouaeTcs uHdpopMaius o npopunax eSIM.

*) switch - fixed IEEE reserved MAC handling for CRS1xx, CRS2xx switches;
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Hcmpasrnena pabota ¢ ocobrmu MAC-agpecaMu Ha CTapHIX CBUTYAX.

*) system - improved stability;

Ofmue yny4ieHnus sifpa CUCTEMEL.

*) system - renamed "factory-software" to "minimum-version"...

[TepenMeHOBaHH TapaMeTpPE MUHUMANBHBIX BEPCUM IJIS 3alIUTH 0T 0TKaTa (downgrade).
*) system - restrict RouterOS processes using swap;

CucreMHBbI€e IIPOIECCH Teleph He MOTyT 6ECKOHEYHO YXOOUTh B Swap.

*) system - show who is using "/system serial-terminal";

Ecnu KTO-TO MOOKITIOYHIICS K KOHCOJIBHOMY IIOPTY, 9TO OYIET BUOHO B CIIUCKE.

*) traffic-generator - fixed injecting pcap/pcapng files on MIPSBE architecture;
I'eneparop Tpaduka CHOBa MOXKET OTIPABNIAThH 3alliCaHHbIE TaKETH Ha CTapHX POyTepax.
*) tunnel - fixed stability issue caused by a misconfigured routing loop under bridge...
Ecnu B Opupxke Oblta meTss, oHa OOJIbIIe He BelllaeT TYHHEH.

*) upgrade - removed sensitive policy for "apply-changes" command;

I1s mpuMeHeHus U3MeHeHu# mpu 06HOBIEHUH OO0JbIle He TPeOyIOTCs paBa sensitive.
*) usb - allow overriding the power-reset duration;

MozkHO HacTpouTh, Kak gonro USB nopt OGymeT "ob6ecTouer" mpu copoce.

*) usb - fixed USB Ethernet interface default-name;

USB u3 ceTu mony4arT HOpMaJbHEE HMeHA IIPU TOAKIIYeHNH.

*) vpls - added transmit loop detection;

VPLS Teneps caM HaXO[UT ¥ OJIOKUPYET METIIU B CETH.

*) vrrp - added "v3-checksum-as-v2" setting;

Ins1 coBMeCTUMOCTH MOXKHO 3acTaBuTh VRRPV3 cunTath KOHTPOJIbHEIE CyMME Kak VRRPV2.
*) vrrp - fixed stability issue when "sync-connection-tracking" is enabled;
Cunxporusanus conntrack mexay VRRP poyrepamu 60siblie He BLHI3EIBAET HafeHUM.
*) vxlan - fixed missing L2ZMTU property when VRF is specified;

L2MTU rteneps KoppekTHO npuMensercs K VXLAN BayTtpu VRF.

*) vxlan - ignore disabled interfaces when checking for configuration conflicts;
BrikmoueHHbIN nHTEpdENC He OyneT pyraThcs Ha KOHGMUKTH VNI.

*) webfig - fixed issue with increasing keep-alive traffic;

Be6-unTepdeiic Gomnblie He TeHEPUPYET TUIIHUYN GOHOBEIN TpadUK.

*) webfig - improved underlying encryption and stability processing;
Beb6-untepdeiic cran 6e3onacHee u cTabunbHEE.

*) webfig - improvements to graphs;

I'paduku B BeG-uHTEpDEICE CTATH TydIIe.

*) wifi - added "Preamble Puncturing" under "WiFi/Channel" menu;

HoBas ¢uya WiFi 6/7: M0okHO "BbIpe3aTh" 3aHATEIE KYCKU YacTOT, YTOOBI HCIIOIH30BaTh BECh IIUPOKUH KaHaJ.
*) wifi - added dash when CAPsMAN generates interface name...

HmeHa uHTepdercoB Teneps yutabenbHee (Hampumep, wifi-1-2).

*) wifi - improved roaming/steering behavior for WiFi 7 MLO;

Ycrpotictsa ¢ WiFi 7 (MLO) nnaBHee IepeKITIovanTcs MeXIy YacTOTaMH.

*) wifi - improved stability;

WiFi cTan pexe 0TBaIUBaThCA.

*) wifi - improved station-bridge mode;

PexuM KieHTa ¢ Ipo6pocoM MocTa paboTaeT cTaGuibHee.

*) wifi - updated radio regulatory information;

OOGHOBIEHE! 6a3bl YaCTOT U MOLIHOCTEH 110 CTpaHaM.

*) wifi - upgraded wifi-qcom driver;

BHyTpeHHee 00HOBNIEHNEe OpaiiBepa A yumoB Qualcomm.

*) wifi-mediatek - fixed broken interfaces on startup;

WiFi Ha MediaTek GornbIlie He 0TBATMBAETCS IIPH 3arpy3Ke PoyTepa.

*) wifi-mediatek - fixed some channel definitions for certain countries;

HcmpaBieHsl YaCTOTHEIE TJIAHEI IJIST HEKOTOPHEIX PETHOHOB.

*) wifi-mediatek - improved channel switching;

BricTpee u nnaBHee NepeKIoUeHNe MeXIY KaHalaMy.

*) wifi-mediatek - improved stability during MLO channel switching;

WiFi 7 MLO Ha MediaTek Gosnblile He 0TBalTMBaeTCS IPK CMEHE KaHaJIOB.

*) winbox - added "Network" configuration menu for WiFji;

B WinBox no6aBumnu ynoOHYI0 BKJIAOKy AJis ceTeBhIX HacTpoek WiFi.

*) winbox - added "Preferred Architecture" setting for L009;

B WinBox M03HO BLIOpATh IPEONOYUTAEMYI0 apXUTeKTypy At L009.

*) winbox - added "SIM PIN" under "Tools/SMS";

B mento SMS B WinBox Teneps moxuO0 BBecTd PIN-k0f SIM-KapTHI.

*) winbox - fixed "Connection Bytes" field under "IP/Firewall" menu;

[Tone 6aiiT coeguHerus B haiipBoje CHOBa paboTaerT.

*) winbox - fixed "EC/IO" scaling for LTE interface;
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[ITkana kayecrtBa curHana EC/IO B WinBox Temepr afieKBaTHas.

*) winbox - fixed "Use Ipsec" and "Ipsec Secret" under "Interfaces/L2TP Ether" menu;
lanouxu u naponu [Psec B HacTpolikax L2TP cHOBa coxpaHSOTCS.

*) winbox - fixed empty value in "Immediate Gateway" under "IP/Routes" menu;
Hcmpasnen 6ar oTo6paxeHus MITI03a B MapLIpyTax.

*) winbox - fixed sort for "Address List" under "IPv6/Firewall" menu;

Cnucku apmpecoB B IPv6 daiipBose Tenepb HOPMalbHO COPTUPYIOTCS.

*) winbox - make LoRa "Auth key" and MQTT "Password" sensitive;

[Maponu LoRa u MQTT B WinBox Teneps CKPHITH 3Be300YKaMU.

*) winbox - move "EAP" under "Security" tab for WiFj;

HacTtpoiiku EAP niepeHeceHH B TOTHYHOE MECTO.

*) winbox - show "Any. Port" column by default under "IP/Firewall" menu;

B ¢aiipBone Teneps cpasy BumeH cronber "J06oii mopT".

*) winbox - show preferred and valid lifetime of IPv6 address also on static IPs;

B cBolicTBax cratu4deckoro [Pv6 BUOHEI TaliMephl KU3HH.

*) winbox - show priority bits in "VLAN ID" field under "Tools/Packet Sniffer" menu;
B cuuddepe naketoB BumHE Teru mpropurera (802.1p) 8 VLAN.

*) wireguard - added support for domain names in client-dns;

B DNS pnsg WG-K/IHeHTOB Telepb MOKHO IIHCaTh AOMEHHbIE UM€eHa, a He TONBhKO IP.
*) wireguard - added warning when allowed-address overlaps with another peer...
Ecnu BH 3amany oguHAKOBEIe [IOACETH AJid OBYX KnueHToB, WG BhIDacT omubKy.

*) wireguard - fixed peer recreation on interface change;

[Tpu cmene unTepdeiica WG nupk! Iepeco3naTcsi KOPPEKTHO.

*) wireguard - fixed peer Tx/Rx counters;

CTaTHCTHKA TepeJaHHbIX/TPUHATHX 6aiT Mo WG Tenepb CYUTAETCS TOYHO.

*) wireguard - fixed wg-export comments output and case when endpoint is not set;
9kcmopT KoHpuroB WG 0osbliie He IOMAeTCs U3-3a KOMMEHTApHUEB.

*) wireguard - fixed whitespace handling in AllowedIPs during wg-import;

WmnopT WG-KoHOUTOB Teleps IpolaeT JIUIIHIE TPOOEIHL.

*) wireguard - generate port number when specified as zero;

Ecmu noctaButs nopt 0, WG cam BHOEpeT Cy4ai e CBOOOTHEIN IIOPT.

*) wireguard - improved wg-export to print endpoint domain name;

[Ipu sxcriopte WG coxpaHSIOTCS JOMEHHEIE UMEHa.

*) wireguard - improved wg-import to quietly ignore wg-quick specific keys;
Wmnopt koHbUros ot wg-quick (Linux) Gonbire He BEIIAET OMUGOK.

*) wireguard - reconfigure peer only when meaningful changes are detected;

WG He OymeT nepecobupath TYHHEIb, €CJIM BBl IPOCTO IOMEHSIN KOMMEHTapUi.

*) wireguard - reinitialize socket on VRF change;

Ecnu nomensats VRF y WG unTepdeiica, OH KOPPEKTHO IEPEMONKITIOUUTCS.

*) x86 - fixed IRQ displaying per CPU on Intel 700 series NIC;

B CHR/x86 Ha kapTax Intel 700-# cepuu npepsiBanus (IRQ) Temeps 0ToOPazKaTCSI KOPPEKTHO.



